Spin.ai

SaaS Security




Meet
Spin.Al

All-in-One Saas Security for
mission-critical SaasS Apps

Agentless, APIl-based, Cloud-to-Cloud
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Spin.Al Partner Program

About Spin.Al

Origins =—

FOUNDED
2017

HEADQUARTERS
Palo Alto, CA

EMPLOYEES
75

PARTNERS
400+

CLIENTS
1,500+

FUNDING
$16M Series A
July 2022

SpinOne Platfor M

e SaaS$ Security Posture Management
e App Risk Assessment

e Ransomware Detection & Response
e Data Leak Prevention & Data Loss

Protection

e _Backu &Recoverx
Achievements

WINNER
CYBER DEFENSE MAGAZINE

G I Integration with Google Workspace
o g € for App Risk Assessment, &
Recommended by Google

CYBER DEFENSE MAGAZINE

Gartner
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Customers_

1,500+ Customers in 100+ countries
2,000,000+ Business Users

AuToooc*t Q EREVSTONE
& FEae ®utbrain

‘ S A DA ROKT

SoundHound

@TovotA E2R  “TuK

GROUP



https://cloud.google.com/blog/products/chrome-enterprise/secure-enterprise-browsing-more-data-protections-visibility-and-insights
https://cloud.google.com/architecture/partners/backing-up-workspace-data-with-spinone

SaaS Security Challenges

e SSPM
e Ransomware

Microsoft 365

Google Workspace

Spin.ai

e SaaSDLP& e Full Visibility &
Compliance Incident Response
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SpinOne Platform

SaaS Apps SpinOne Saas Security Solutions Integrations
Google | | $
Workspace
— e =SSme — s=slack

Microsoft 365

* T 2aS DLP —  splunk>

. Spin
a-slack — — °

Microsoft ] L H
V Dynamics 365 servicenow
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2023 Roadmap




Why Spin.Al?




Challenge #1: Ransomware issue

Without SpinOne With SpinOne

Downtime Downtime

Reduce Downtime

Reduce Recovery Costs
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SpinOne SaaS Ransomware Detection & Response

User Service attacked Encrypted  Recovered  Unrecovered

e 2HourlIncident Response SLA

& neon (e 2 0
P e 24/7 Ransomware Monitoring
pmgy b it il s e Behavior-based Anomaly Detection
e M & B e Identify a malicious source of the
S— T == attack
e . Stop anin-progress ransomware

attack
e Prevent further encryption

° Remediation

e Fastrecovery of the encrypted data
only, that takes minutes, instead of

weeks
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Challenge #2: SaaS & Data Security Posture Management

Without SpinOne With SpinOne

Low visibility Full Visibility
Manual processes Automation
Long deployment Fast deployment

Delays between alerts Real-Time Security Alerts

No Incident Response Fast Incident Response

Reduce Risk
Save time
Reduce Security Issues
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The Source of the Problem: Lack of Visibility

PERCEPTION

| 2 ) i o e Lack of visibility and control

What IT can see e Shadow IT burden
and control

REALITY

1,000+

@ —— Social & Collaborative
)

What IT can’t see

and can’t control a pps @ ——— File Sharing

Email & Productivity
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SpinOne Saas Security Posture Management

@ App Security Score

SCOPE OF PERMISSION

BUSINESS OPERATION RISK  LOW

SECURITY RISK HIGH

VULNERABILITIES

COMPLIANCE RISK HIGH

RISK ASSESSMENT %

| 100 apps
2000 800 apps
Total apps A i risik
| 1100 apps
e
vt o -
= FORRESTER

WAVE STRONG
PERFORMER 202

Shadow IT Discovery: 300,000+ apps &
extensions assessed by our
Al-algorithms

Automated Risk Assessment
Continuous Risk Reassessment
Risk History

Granular Security Policies

Fast Incident Response

Approval Process

Advanced Reporting

Integration with 3rd-party: Splunk,
ServiceNow, Jirq, Slack, DataDog.
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Challenge #3: SaaS DLP

Without SpinOne

Security Issues

e High False Positive
e Manual Incident Response

e Long Deployment

With SpinOne

Security Issues

Low False Positive
Automated Incident Response

Fast Deployment

Reduce Security Issues

Improve Compliance
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SpinOne SaaS Data Leak Prevention & Data Loss Protection

e Identify

o  Data Shared inside/outside

7 Sensitive Data Detection (CCN) (Default)

= o  Sensitive Information/PIl Data
- e e o  Abnormal Data Deletion
: = = =g “ '''''''' o  Abnormal Data Transfer
,,,,,,,, y—— o  Abnormal Data Download

Location: /strange

[ oo | oo | e e Automated 3x a day backup

Shared to Permission Expiration time Additional data

.
& Anyone wit the nk 2 eator 4y 26,202,217 P Permission s nhetct fon stange’ flder e Accurate Disaster Recovery
B onmicrosoft.com © Viewer July 26, 2021, 2:17 PM is inherited fron “strange’ folder

e Fastincident Response

A billmoto3d6s.onmicrosoft.com © Viewer July 26, 2021, 2:17 PM Permis: is it

SR moto365.onmicrosoft.com ® Viewer July 26, 2021, 2:17 PM Permission is inherited fron “strange’ folder () Po I icy E n fo rce m e nt

n “strange’ folder

e Data Retention
e Advanced Reporting
e Integration with 3rd-party: Splunk,

ServiceNow, Jirq, Slack, DataDog.
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Enterprise Security in place

SOC 2 Type Il —~ :’Oggcu”.ty Member of CSA
Trust Services Principles LA =~ . No user passwords
GDPR/CCPA Data Encryption

EU Data Privacy Compliant 256-bit AES encryption used

for data in transit and at rest

EU-US Privacy Shield SLA
Data Privacy Practices : 99.99% SLA and 99.99%
Compliant e success for backups
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