CASE STUDY

Gurnick Academy of Medical Arts
Ransomware and Backup

OVERVIEW

Gurnick Academy of Medical Arts is a California based private
college offering quality allied-health and nursing programs
that integrate professional skills, career-focused education
and hands-on practice, empowering students to develop
and achieve their personal and career potentials.

REQUIREMENTS

- Proactive Ransomware Detection
- Disaster recovery capability to protect against data loss

- Auditing capability to monitor against compliance
breaches

KEY FEATURES

+ Fully automated daily backup solution
« 24X7 Ransomware monitoring
+ Cloud to cloud backup

- Advanced cybersecurity capabilities to monitor and
manage third-party applications.
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About Gurnick
Gurnick Academy
offers hands-on,
career-focused
training through
simulation labs,
clinical rotations, and
strong faculty and
career support.

Headquarters
San Jose, CA (USA)

Faculty
500 Employees

Students
2000 students

Website
gurnick.edu



https://www.gurnick.edu/

CHALLENGES

3rd-Party Risk & Ransomware Protection

In higher education, instructors can spend 16-24 hours to
design a new lecture. This cost translates to around $800-
$1,200 per lecture. During the school year, an average
instructor prepares about 30 lectures, which accounts for
anywhere between $30,000 to a $1,000,000. The protection
of these prepared materials and tasks for dozens of lectures
is a top priority and a huge challenge for educational
organizations.

Public and Private educational organizations are also
experiencing Ransomware attacks at an accelerated pace.
Many of these organizations use G Suite and store files in
Google Drive. With all this intellectual property stored in
Google Workspace, a single compromised 3rd-party browser
extension or SaaS ransomware attack could have major
financial impact.d.

THE SOLUTION

SpinOne's continuous Monitoring and risk assessment of 3rd
party applications and browser extensions, ransomware
detection and response, and daily snapshot backups with a
2-hr recovery time SLA were the perfect fit to address all of
Gurnick's data protection and SaaS security needs with one,
unified tool.

THE RESULTS

Thanks to SpinOne’s proprietary algorithms, Gurnick’s
administrators have confidence that their sensitive files are
protected. Should an exposure occurs, they are immediately
notified, and SpinOne's countermeasures provide the first
line of defense to stop the attack and prevent any spread.
SpinOne is also fully automated with 3x incremental
snapshot daily backups to secure cloud storage on AWS,
saving time and costs and allowing the organization to
invest in quality education for its students and continued
growth.
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Many forms of ransomware
are Trojans, not viruses,
which is why conventional
anti-virus tools are unable
to detect the ransomware
attack. At Gurnick, we are
committed to taking

proactive measures that
ensure all our students
and staff are fully
protected. This is why
selected Spin Technology
as the solution for our
organization.
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See SpinOne in action.
Book a free demo today.

REQUEST DEMO

About Spin.Al: Spin.Al is an innovative provider of SaaS security solutions for mission-critical SaaS apps (Microsoft 365, Google Workspace,
Salesforce, and Slack). Our all-in-one SpinOne platform helps organizations mitigate risk, save time, reduce downtime, and improve compliance.
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